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Real time systems
(Safety)

IT
\ 1 (Security)

Heterogeneous technical systems

Requirements to Safety & Security
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Two worlds of protection

Safety
Protection of the environment and the

system itself against hazards of the system
[Sto96]

Examples: safety fences, redundancy of
system components

No protection against cyber attacks!

Real time systems

Security
Protection of the system against unauthorised

manipulation or retrieval of information
[Eck08]

Examples: data redundancy, encryption

Standard information technologies (IT)
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[Safe->Sec] Hazards could influence Security

Novel hazards and threats:
Potential interdependencies
between Safety und Security

Example:
[Safe] Accidental failure of functions

[Sec] Data loss
Result: Incorrect system functions

Real time systems (Safety) IT (Security)
Example:
[Sec] Malicious data manipulation

[Safe] Malfunction of robots
Result: Hazard of the environment

[Sec->Safe] Threats could influence Safety
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,»Risk communication”:
Communication of security and safety risks between humans and industrial automation systems to avoid
accidents

Objectives:
of heterogeneous systems on critical system state changes caused by security
threats from conventional IT systems
interactions with the automation system

Main challenges:
1) Dynamic and less predictable behavior of security threats
2) Difficulty in analysis and management of security risks

Approaches:
* Warn the users of potential security threats with impacts on the system’s safety
* Design and realisation of user friendly and comprehensible risk communication

» New concepts are needed!
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Real time systems (Safety) IT (Security)
Alarm management standards Intrusion detection

standards and guidelines

Limitation:
Selection of standards (DIN, DIN EU, ISO DIN) and recommendations by approved industrial and computer
security organisations, which are available free of charge via our library and the Internet
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Alarm management systems:
Systems, which detect systematic failures and principles [VDI3699]

Main tasks:

» Safety protection

*  Monitoring

* Generation of alarms and warning messages

* Assistance of operators in the process management (analysis of alarms, decision taking of
countermeasures)

Human friendly design:

Aim: minimisation of cognitive overload of the operator

* optical-acoustical design principles

* few amount of messages

* guidance through prioritisation, and bundling and suppression of alarms

* designed for standard user Real time systems (Safety)
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Intrusion detection systems:
Systems, which actively monitor computer systems or networks in desktop IT domains to detect
attacks and misuse [BSI2002]

Main tasks:

* Security protection

* Monitoring and analysis of log records of unexpected activities and known attacker activities
* Generation of alarms and warning messages

Human friendly design:

Aim: minimisation of cognitive overload of the operator

* optical-acoustical design principles

* few amount of messages

* guidance through prioritisation, and bundling and suppression of alarms
* designed for standard user

IT

(Security)
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Evaluation criteria:

1. The nature of content (model vs. procedure)

2. Provided phases of the human-automation interaction process (Parasuraman et. al [PSW00])
* Information acquisition
* Information analysis
* Decision selection
e Action implementation

3. Advantages and properties not covered for the realisation in heterogeneous technical
environments

Advantages: Integrated in our new approach

Properties not covered: Motivation for a new risk communication standard
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Standard Advantages Properties not covered

Industrial Process Control (Safety)

DIN EN 62541-9 /
IEC 62541 (2012)
[DIN62541]

NA 102
(Worksheet, 2008)
[NA102]

VDI/VDE 3699,
Blatt 5 (German
Draft, 2013)
[VDI3699]

Model

Procedure

Model (for alarms and
messages during process
control with screens)

1) Formal description of alarms
via a holistic information model
(OPC unified architecture) 2)
Exemplary models

1) Providing of all four stages 2)
Holistic and interdisciplinary
approach of alarm management
design 3) Optical and acoustical
design pattern 4) Examples of
practical experiences

Strategies to minimise the
cognitive overload of operators

1) No providing of information
acquisition 2) Only focus on
system failures (safety) 3) No
user specific model/design
examples

Only focus on system failures
(safety)

1) No providing of information
acquisition and analysis 2) Only
focus on system failures (safety)
3) Only optical alarm design
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Desktop IT (Security)

ISO/IEC DIS 27039  Procedure 1) Providing of all four stages 2) 1) Only focus on cyber attacks
(Draft, 2013) Holistic procedure of selection, (security) 2) Only general
[1ISO27039] deployment and operation of description of handling of IDS
IDS in an organisation alerts (information and severity
of attacks) - no user specific
design approaches
BSI - Guideline for  Procedure 1) Providing of all four stages 2) 1) Only focus on cyber attacks

introduction of IDS
(2002) [BSI2002]

Holistic procedure of selection,
deployment and operation of
IDS in an organisation

(security) 2) Only general
description of alert and
incident handling - no user
specific design approaches

Existing standards are not sufficient to solve the problems of heterogeneous systems!

New concepts are needed!
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Parts of a new approach for risk communication: Generic system model (simplified)

1) Generic system model

- Including interacting persons and the environment -
- Based on an approach for secure data management in
Requirements Mechanisms
(Safety / Security) (Safety / Security)

embedded systems [FDO+10]

2) User adapted risk communication
- Based on the phases of the human-automation
interaction process (Parasuraman et. al [PSW00])
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Level (Safety / Security)
(per component, per dataclass,
pro requirement (safe./sec.), mechanism (safe./sec.))

- =

Requirements (Safety / Security)
(per component,
per dataclass)
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Mechanisms (Safety / Security)
(per component,
per dataclass, per requirement (safe./sec.))

- =

Dataclass
(per component)

= =

Components
(Persons, Technology, Environment)
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Example:

Datamodel System data

(per component) | Embedded ; |
systems data [pomeiiene) ki Date D

User data

%

Communication
protocol data

Logging H State data

Il

data

:

Meta data

y

\ 4

Component C

Componentmodel

| | | | |Hardware|| Softwarel |

AN AN N4
Environment Technology Persons / Group
of Persons
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* User Assistance in the selection of safety and/or security protection mechanisms in unpredictable situations

* Previous described standards show lack in this area

* Holistic approach is necessary for an adequate risk communication (based on the phases of the human-automation

interaction process of Parasuraman et. al [PSW00])

Phase 1 Phase 2
Automatisation Information , ,
h acquisition Information analysis
phase
Selection of Predictions for safety
necessary input data and security,

Description information selection

Examples Deviant data (Safety) Hypothesis of current
and anomalous security (Safety)
data traffic (Security) attack
on robot’s movement

Phase 3

Decision selection

Selection of specific
actions to restore
system’s protection
status

Push the emergency
stop (Safety)

Reconfiguration of
protection mechanisms
(Security)

Phase 4

Action implementation

Assistance while
realising the
restoration of system
status

Advice to push the
emergency stop
(Safety)

Advice for a reconfi-
guration of firewall

procedures (Security)
19
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* Comparison of current safety and security risk communication standards (DIN) using selected evaluation
criteria
* Focus on standards of alarm management systems and intrusion detection systems
Results:
* Only domain-specific solutions
* Not sufficient to fulfil safety and security requirements of distributed IT environments with safety and
security properties
* Introduction of a new model based approach

Future work:

* Research of additional safety and security standards used in general in industrial context

* Extension of analysis of appropriate abilities to cover security and safety requirements in heterogeneous
systems

* Specification and evaluation of the holistic risk communication approach

* Practical implementations on selected heterogeneous systems
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Thank you for your attention!

Any guestions? Please ask: jana.fruth@ovgu.de
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